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Co3pauvTe
COOCTBEHHbLIN
KaTanor Tpe6oBaHUN

BknouuTe Tyaa:

a)

6)

TpeboBaHMSA Pa3paboTK 3alUNLLEHHOTO
[1O Ha HayanbHbIX 3Tanax co3gaHua lNoO;

cTaHgapTbl Ha ncnonb3yeMble OC, CYB/, cepBepa
NPUIOXEHUN N TPeboBaHUS K X 6e30nacHOM
HACTPOUKeE,

CTaHOAQPTU30BaHHbIE NpoLecchl Bepudpukaumm
TpeboBaHM 0O NepeBoja PENN30B

B NPOAYKTOBYIO Cpeny;
PYKOBOACTBO A/19 pa3paboTUMKOB;

OTCNEeXUBaHME NYyUYLLNX NPAKTUK U OMbIT
OWASP Top 10.




CucrtemMa ang ynpasneHUsa Tpe6oBaHUAMM
Start REQ

Mapketnneunc OST
JIn4yHbIN KAOMHET NocTaBLUMKA

AHkeTa TpeboBaHus (66)
+ [ob6aButk TpeGoBaHue = O
KopoTkoe Tvn
KaTteropus OnucaHne CraTyc peanusauuu PeaynbtaTt TectupoBaHua
Ha3BaHue TpeboBaHus
Bce nHTepdeincel n pecypcbl NPUNOXEHUA OOMKHbI
TexHun4yeckue. BbITb AOCTYMHbI TONBKO MOC/E YCMNELIHOro
NoeHTndukayma v AU1 NPOXOXOEHUA ayTEHTUMKALNKU (32 UCKNIOYEHNEM v HekputnyHoe 3amevaHue v
ayTeHTudurKaums 06LLeOCTYMHbIX PECYPCOB AN NPUMOXEHUN, C

AOCTYNOM TOJIbKO U3 3aLlULLIEeHHOIo nepmmeTpa)

Apxutektypa v nsainH AR13 ar13 v KpntnyHoe 3amevaHue v




Mcnonb3yute Mmoaenb obecnevyeHUs
6e3onacHoctu NO OWASP

P Governance Design Implementation Verification Operations
Security . . . .

Create Measure Application Threat Build process Software Architecture Architecture Incident Incident
& promote & improve risk profile modeling dependencies validation compliance detection response

Policy & Compliance Security Requirements Secure Deployment Requirements-driven Environment
Testing Management

Policy Compliance Software Supplier Deployment Secret Control Misuse/abuse Configuration Patch
& standards management requirements security process management verification testing hardening & update

Education & Guidance Secure Architecture Defect Management Security Testing Operational Management

Training Organization Architecture Technology Defect Metrics & Scalable Deep Data Legacy
& awareness & culture design management tracking feedback baseline understanding protection management

[Stream A [Stream B ] [Stream A [Stream B [Stream A ] [Stream B [Stream A [Stream B ] [Stream A [Stream B




. Pazpenante pyHKLIMOHaN MO BEPCUAM.

IinuuuTe
6930 n aCH bl ﬁ KOn . NMoppepxmnBanTe perynapHoe obHoBNeHUe

KOOa B CcOOTBeTCTBMMUN C HOBbIMUW
NcripaBsBjeHNAMN.

B. cnonb3yute GIT gna xpaHeHMa Koaa.

[. JTio6ble naMeHeHUa B Koge 3aHocuTe
B XXYPHasn, Ha HNX MOXXHO BCerga OoTKaTUTbCS.

Il. BeonTte nor no ToMy, KToO YTO caenan m Korga.

E. NMpoBoanTe aHanmn3 6e30MnacHoOCTU
MCNOJ/Ib3yeMbIX B MPOAYKTaxX KOMMNaHUU
CTOPOHHUX BNONNOTEK N KOMIMOHEHTOB.




MpuMep pasaeneHnsa PyHKLMOHAMA NO BEpPCUAM

B Bitbucket Your work Repositories Projects More Q Search 0 @

Antiphish [ Antiphish [/ Antiphish YII
Ad Start X
Branches Create branch  see
{> Source
releasef2.4.6 X Active branches v Branch type +
¢  Commits
Branch Behind Ahead Updated v Pull request Builds Actions
Is Branches
master MAIN PRODUCTION 5 days ago
79 Pull requests .
.
) Pipelines release/2.4.6-cu9.2 867 3 @ 2022-04-06 Create
&> Deployments release/2.4.6-cu9.1 - & 2022-02-06 Create
o Jira issues —
release/2.4.6-cub.1 1159 7 @& 2022-02-22 Create
@ security
»
release/2.4.6-cu3 1261 1 @ 2022-02-01 Create
[f] Downloads
€Y Repositorv settinas



ﬂ,e.ﬂ a MTe A. Kop Bcerga nmwiunTte B oTOE/IbHOU BETKE.
- 3aTeM pa3paboTumK co3paet pull-request,
Ka4deCTBESHHDbLIW

KOTOPbIM MonagaeT Ha KOA-PeBbIO U TONbKO

MOTOM TaKOW Ko NornagaeT B opyrue BeTKy,
KoA-peBblo

B TOM 4YUCJ1€ B PEJIU3HYIO.

b. Koa-peBbto NpoBOoAAT MUHUMYM

2 pa3paboTymKa. PeBbloepoM He MOYKET 6bITb
pPa3paboTUmK, KOTOPbIN Hanucan aToT Koa.

B. NpoBoauTe security Koa-peBblo — MOUCK

YyA93BMMOCTEN NYTEM aHaIM3a UCXOOHOIro
KoOa.




IipMep Koa-peBblo

v [ learning / certificates |/ CertificatesService.php |_|:| cee

» @@ -10,11 +10,11 @@ class CertificatesService extends Component

10 public const CODE_FILE_UPLOAD ERROR = 1; 10 public const CODE_FILE_UPLOAD_ERROR = 1;
11 11
12 /*% @var string */ 12 /*x @var string */
13 - public $certificatesStorePath; 13  + public $storePath;
14 14
15 public function init() 15 public function init()
16 { 16 {
17 - $this—>certificatesStorePath = \Yii::getAlias('@app/certs'); 17  + $this—>storePath = \Yii::getAlias('@app/certs');
18 parent::init(); 18 parent::init();
19 ¥ 19 }
20 20
v . .
- @@ -33,11 +33,19 @@ class CertificatesService extends Component
33 ¥ 33 }
34 34
35 35
36 - public function saveFile(UploadedFile $file, string $name) { 36 + / %k
37 - $new_name = substr(md5($name), 0, 8) . '.' . $file->extension; 37 + * @param UploadedFile $file
38 | — $path = \Yii::getAlias('@app/certs/' . $new_name); 38 + * @param string $name
30 - if (!$file->saveAs($path)) { 39 + * @return string
40 - return $new_name; 40 + * @throws Exception
41 + */
42 +

public function saveFile(UploadedFile $file, string $name): string



Mcnonb3yurte

Dashboard > Antiphish

Cl-cnctembl Stage View
NMpaBUNIbHO

Q. Filter builds... Checkout

28 Sep 2022, 15:03
[Mpun KaxxgoM koMmmuTte Cl genaet c6o0pKy

Average stage times:
— 1259 (Average full run time: ~4min
NpPoaOYyKTa C HYNA U pa3BepPTbIBaET €€ Ha #647 e — 465)
TECTOBOM cepBepe. [lanee 3anycKaeT Habop #646 A7 >ep 28
15:03
aBTOTECTOB, KOTOPbIE PealiIM3yrT CTaTUHECKNHA #645 16:

aHanmM3 Koaa, NpoBepKY Ha YA3BUMOCTU BO
BHELWHUMX BmbnmnoTekax, aAMHaMU4YeCcKMmM aHanums

COB6PaAHHOIro NPUIOKeHU4. 22 Sep 2022, 17:23

22 Sep 2022, 15:36

ﬁ Atom feed for all ﬁ Atom feed for failures




n p MMEeHSA ﬁTe A. IHTerpmpymnTe ctaTU4eCKMM aHanms3aTop

B npouecchbl cucteMbl Cl 1 3anyckanTte

CTaTMHQCKM ﬁ npu N1to60M KOMMUTE B PEMO3UTOPUN.

b. Pe3ynbTaT. oT4yeT C peKoOMeHaaunamm
Mo yNy4ylleHMIo Koga U BepPOUNKT — MOXXHO
NN TEKYLLMNUN PEKBECT, KOMMUT UMU BETKY
MepPXXUTb B OCHOBHYIO BeTKY B GIT.

aHanusaTop




MpuMep paboTbl CTaTUYECKOIro aHasimsaTopa

RELIABILITY
Quality Gate

« 0 A Passed

if (Provider.class == roleTypeClass
( _ /P _ ) { _ Bugs All conditions passed
Type providedType = ReflectionUtils.getlLastTypeGenericArgument(dependencyDt
Class providedClass = ReflectionUtils.getTypeClass(providedType);
SECURITY
if (this.componentManager.hasComponent(providedType, dependencyDescriptor.

| | providedClass.isAssignableFrom(List.class) || providedClass.isA: o

) 0 Vulnerabilities o 1 Hotspots

A "NullPointerException” could be thrown; "providedClass" is nullable here.

& Bug @ Major W cert, cwe
MAINTAINABILITY

A
S 4 Code Smells O 5 Debt

continue;




n po Bé pg ﬁTe A. CoenanTe Habop TECTOBbIX CEpBEPOB
B CO6GCTBEHHOM MHPPACTPYKType. A TaKkxe
COGCTBeH HoOoeée 019 BHYTPEHHEero TeCTMpoBaHMUS
NAPpUMeHAanTe NOJTHYIO KOMUIO CePBEPOB,
TECTOBOEC

NCMOJ1b3yeEMbIX 3aKa34HNKaM¥
OKPY)XXeHue

C NPUMEHEHHbIMU CTaHOAPTaAMM
Mo nx 6e30MnacHOuN HacTpounkKe, N nX
OCOBEHHOCTAMU MHPPACTPYKTYPHI.

JTrto60e o6HOBMNEHME ON-premise 3aKa3dymKam
cornpoBoOXganTe npenBapuTebHbIM
perpeccUMoHHbIM TECTUPOBAHUEM

Ha aHa/TIOrMYHOM TECTOBOM KOHTYpE,
Pa3BEPHYTOM B Ballen MHPPACTPYKTYpPeE.

6. XpaHuTe 3alumndppoBaHHbIE pe3epBHbIE
KOMWMUN Ha HECKOJTbKNX HE3ABUCUMDbIX
NnoLwjagKax.




MpuMep TecToBOro oKpy)XeHusa B Jenkins

? Jenkins

Dashboard >

A O M g + &

© ¢

Antiphish >

Status

Configure

New Item

People

Build History

Project Relationship

Check File Fingerprint

Move

Open Blue Ocean

QA_Environments >

5 QA_Environments
All +
S w Name |

aleksey.antph.ru

auto.antph.local

develop.antph.local

Last Success

N/A

N/A

N/A

Q Search (¥+K)

Last Failure

N/A

N/A

N/A

Last Duration

N/A

N/A

N/A

®

= MaeenTlopx v

Fav

= ] log out

/ Add description

# Issues



[Nlenavnte aBTOTECTDI
M AMHAMUNYECKUMN
aHanu3

HacTpouTe aBTOMaTU3UPOBAHHbIUN 3aMyCK
aBTOTECTOB MOC/e KaXxaom c6opKKM Koaa
cuctemomn CI. INo ntory reHepupyeTcs oTUET
C pe3yibTaTaMu NPOoXoXXOeHUa aBTOTECTOB,
4YTO OA€EeT BpeMs pa3paboTymnkKamM onepaTtmuBHO
MCMNPaBfAaTb OLLMNOKWN.

N
W

<\V

FQ

P

) @ © & al

antiphish > Launches

Overview

Tree Errors

Test results v

O Id

O 0000000010

Name . Status

#805

#218

#1043

#1039

#40

#1044

Add new certificate
Add new course Lot
All failed attempts
All targets are disp
Assign target on ra
Attempts not displ
Auth with created ¢
Auth with created ¢
Auth with created «
Auth with created 1
Auth with created t
Auth with existing
Auto select course
Cancel education c

Cancel education ¢

api.manage.smoke.certs.CertsCRUDTest.addNewLo¢

passeb #8005 Add new certificate locs

Overview History Retries Attachments

Description

Precondition

Execution

1 Create random certificate in manage
2 Add new locale to created course
3 Check certificate response

4 Check that certificate is displayed in certs

1 afterClass



[lpoBOoAUTE Py4YHoOeE
TeCTupoBaHue

Test cases Vv ® Y 4O #4071 Add preview to courses

Total test cases: 666 Overview History Attachments Mut

A. lNpoBepanTte dyHKLMNOHAN KOMaHOOW O 1d © Name - Status - Created Description
TEeCTUPOBaHUA. e pUSIUVE date Preconditions:
Add client to lice 1. At least one <Client> existing in syste
B. NpoBoauTe perpecchl, CMOYK TeCTbl nNepe nse group - alter 2. Atlest on <target> existing in system
P A PErp ’ o Y PEA native and negati 3. At least one <course> without previe
=1s] I'IyCI-(OM O6HOBJ'IGH MN CUCTEMDI. ve 4 There is at least one <Gif> on PC

Add client to lice 5. There is at least one <image.jpeg> on

nse group - main  EEaYAY

positive Precondition

Add Department - altern
ative and negative

Add Department - Main p Scenario

ositive v 1 Login in Antiphishing and go to use

Add LDAP profile - "Alter

native and negative" . 11 Login successful

Settings are opened
Add LDAP-profile "main p

ositive"

Add new certifica v 2 Insection Kypcbl AHTUGUMLIMHI Ope

te localization « 2.1 Pop-up for editing course is ope

Add new course |
ocalization

Press link 'Tlpesbto' and

Add preview to courses v 3 select <Gif>
"alternative and negativ Hover over the <Gif>

e




Burp Scanner

[lpoBoaouTe
BHYTPEeHHUe
n e H Te CT bl @} . E:j e ! Senalized object in HTTP message

|  Cross-site scripting (DOM-based)

Issue type

auspicious input transformation (reflected)

=MTEF header injection

ﬂﬂ";ﬂﬁ?‘g“ﬂ” I XML external entity injection
pa3 B KBapTaJ'I rlpOBO,EI,MTe pyt"IHOVI NeHTECT, ﬁ @ External service interaction (HTTP)
B TOM yUMcCc/rie C MCrnoJjib3oBaHmeMm fRplciton @ 'Web cache poisoning
adBTOMaTU3INPOBAHHDbIX MHCTPYMEHTOB. O Server-side template injection
Pedl every | 60 seconds  Poll now @ SOL injection
a) Burp Suite Pro, T 1 )

@ Start attack

1 2020-May-28 10:54:39UTC [
2 2020-May-28 10:54:39UTC [
3 J020-May-28 10:84:39UTC [
4 2020-May-28 10:54:39UTC  F

6) OWASP ZAP,

attack type:  Cluster bomb v

B) w3af n gopyrux.

ey T Bdd E

I N CIEEIF:]
. ]

ALt g

Burp Collaborator

Burp Intruder



n OBblllla ﬁ T MpoBoauTe:
KBaiv ¢ MK u o a) pPeTPOCNEKTUBY BbISBNEHHbIX B XOA4,€

security peBbtlo HEQOCTATKOB;

pa3 pa 601—“ 4 KO B 6) MacTep-Knacchl No 6e3onacHoOM pa3paboTke;

B) BHYTPEHHUE KYPCbl MO apXUTEKTYPHbIM
NPUHLMMNAM CO30aHMNA 3aLUMLLUEHHDbIX
MNPOOYKTOB U MpPaKTUKaM Co30aHUA
6e30mnacHbIX MPUITOXXEHUMN.

[TopMHUMaNTe ydacTue B KOHpepeHUMnax
Mo NPaKTUYECKOUN 6e30MnacHOCTU, HanpuMep:
Positive Hack Days, Zeronights.




Ecnun Bbl XOTUTE, UTOODbI Balla KOMaHAaa:

V) peanu3oBbiBana Bce HEOBXoaUMbIE
TpeboBaHMAa No NB,

V] NnpuMeHsana ny4dywmne NnpakTUKM Mo
6e30nacHOM pa3paboTKe,

[V] KaK pe3ynbTaT — BbiNycKana 3allMUEeHHbIE
W
NPOOYKThI



[Tonpo6byuTte npoAayKTtbl StartX
anga paspaboTymnkos



Start REQ - nepBoe pewieHue Knacca ASRTM
Application Security Requirements and
Threat Management, Ha pOCCUNCKOM PblIHKE

L S AHTAQWWKMHI, START b4 -+
€ > ¢C fproject/a SO s
Admin M
L S AHTMGMIIMHT. START x 4+ NpoekTbi
« <o Cucremsl + [o6aemTe MpoekT
C ) - -
. TaTyChl HacTpoitku MNpoekr Cucrem TpeboeaHui Mocneguan aKTHEHOCTDb OeicTena
Admin
Taru (2) = . _ > 4
| — BoinTi MoaepHuzauyus 16O 2 129 10 gHedt vazap, = 7 B
reCToBbIM NPOEKT B KOMNaHWK
CucTemul Bnapeney TpeGoBanmnA
T 3kcnept no b 3’ _
¥ C3 ﬂﬂH 4 200 22 nHA Hazan Fd L |
Brmts O 3xcnept no nudpacTpyk HoBblid NpOeKT Haf KOTOpPbIM Mbl paboTaem
Aatocowpaissies @ () B 0« O3 B - S MG TR TG 8T _ VST SR _ a @

[[] Bnapeneu npoaykra

Tnasuan Beraska PusopaHue CoHE (TE s e Cesine ace i PeyesanpopaHne Bugy “ Ma Y Pacckaxwre i i T NpuMe-aHag

TeCTOBb|H npOEKT |_| 25 RS MBI | AcSiBaB ﬁ: 56 AaEGBB Aa56Ber NEDB-nl'rl ABSBaT} . MBEBWTAY AR, | ‘

Hepesid can Sarorosss 1 Jaroacmss 2 Jaroacese - . Awand Wagsrooaas.

MpoekT no mogepHu3samm AC

Perynatopsl =

Ipunoxenune Ne 1 k Ilporokoay ncnbiTannii AC
Ha cooTBeTCcTBHE TpeboBanusam no Ub

s )| X Konnekuum Tpe6oeaHmit

KaTeropwua TReSonanus IAMEYAHNT
Start X | B 5ank Poccn = S

Jlna p3anmoneiictend ¢ | Bes saMeuanui
IOPYTHMH
0 Tex“““ec"";‘e- 3awmTa NPHIOKEHAAMH H
KNHEHTCKOW YacTm S -t ® KOMITOHEHTAMH JOIDKHEI
ecurity . HCTONb3OBATRCA
Standards Council yHeTHBIE 3a1THCH,
obnanawmme
TexHn4eckue, MHHAMATEHO
El BeaonacHocTb HEOOX 0 IHMEIME
NOAKNIOYEHWA TIOTHOMOSHAMH,

Texuuueckne, Odmue
TpefoBannsa u
MOKYMEHTHPOBAHHE

ArmvidTairTums id Muassidisn



Start EDU

MnaTtdopMa no obyyeHUo NPOoayKTOBbIX KOMaHA
HaBblKaM 6e30MacHoOM pa3paboTKW.

Ilna BnagenbLeB NpPoaAyKTOB, AppSec-
cneumanmncToB, TUMNNAOOB, PAa3pPaboTUMKOB

N OPYrmx 4neHoB NPOoAYKTOBbIX KOMaHL.

Ha KOHKpPETHbIX Paboumnx CUTyaLUNax

N KOHTEKCTaxX O6bACHAET, KaK peanm3oBaTb
BbICTaB/1IE€HHbIE TPEH6OBAHMNA MO 6€30MaCHOCTU
B pa3pabaTtbiBaeMoM [10.

Start X

Anekcen PbibakoB

PpoHTEHA-pa3paboTUMK

Cucrtembl

CTF

Mpowen 0/10

Show more v

KapTa KoMneTeHUUn

HasBaHne KOHTEKCTa WU IOHUTA

START

Mpowen 2/10

[loka3blaTb

Q. Bce

Visitors

CSRF, data validation

Insecure deserialization

Insecure object reference, IDOR

CRLF, bypasses, response splitting

Insufficient anti-automation

Insecure parsing and reference

XXE, xpath injection

Cookie injection

Session fixation, credential session
prediction

OTP bypass, rate limiter

Insufficient authorization

Insecure password checks

Weak password recovery validation,

host header injection

&9 250

HoBUYOK

LMS |

[Mpowe

11% Data st

45 @ SQL inj
45 @ NoSQL
Injectio
+50
Insecur
+50
+50
+50



Start EDU

KaXXabln KYPC COCTOUT N3 IOHUTOB C aKTyalibHOU
Teopuen, obasaTtesibHbIMU NMpUMepamMm

N3 pearnibHOWU cpenbl U MPOBEPOYHbIMU
33a4aHUAMU, KOTOPblE OCHOBAHbI HA KeUNcax
YA3BUMbIX MPUNTOXKEHNU N MOMOraloT 3aKpennTb
N NPOBEPUTb NMNONTyYEHHbIe 3HaHUA.

NMHTerpaumnsa ¢ JIRA CUHXPOHU3UNPYET obyyeHme
C ApyrmMm pabovymmm npoueccamm.

Start X

3J1I0YyMbIUWJIEHHUWK HE pdcClioJialrder o910 NHPOpMdUunen.

[TpeanoNoXXnM, YTO Y Hac eCTb BEO-NPUNOXKEHNE, B KOTOPOM Ceccum
XpaHATCA B cookie, a Nosib3oBaTeIn MOryT USMEHUTb CBOM afipec
9NEKTPOHHOM MoYTbl ¢ NoMoLbio cregyrouwen HTML-popmbil:

HTML-form
<html>
<body>
<form action="/user/email"” method="POST">
<input type="email" name="email" value="" />
<input type="submit">
</form>
</body>
</html>

Ecnu nonb3oBaTtenb BBEAET HOBbIN agpec B GopMYy N HaXXMeT «CoXpaHUTb,
ero 6paysep otnpasut POST-3anpoc, cogep»xalimn gaHHble U3 GopMmbil:

HTML-form

POST **/user/email** HTTP/1.1
Host: example.com
Content-Type: application/x-www-form-urlencoded

Content-Length: 22
**Cookie: PHPSESSID=JKcciBhFZ0tTp1xh7QW2DigRqdUZknbC**

**email=user@example.com**

[lpoaHanM3anpoBaB 3anpoc, NOTEHLNANbHbIN 3/T0YMbILAEHHUK OOHAPYXNT,
YTO OH COOTBETCTBYET YCNOBUAM A4 npoBeaeHnsa ycnewHon CSRF-aTtaku:

1. [dencrtBue no nsMeHeHUKo agpeca 3/IeKTPOHHOM NOYTbl B YYETHOM

AANMIACIA NMONKBRAORATAENA NMDenctTARO4aeT ndTtTenec Nna *RRMovmMmbliiiineddikKka:

3aLiuTa oT noaAa
3anpocoB: CSRF

Teopusa

© 3auem aTOT Kyp
© Yro Takoe CSRF
R Kak npoucxogwn
R Kak sawuTtutbc

R Yactble Bonpoc
KBus

[MpakTunka



na npoBeaeHusd
OeMOHCTpauunu

Hanuwumte HaM Ha
ask@startx.team

Start X

ASM —
i

Online retail platform

AHKkeTa 68 Tpe6oBaHunm  Ob6y4eHue

ApXUTEKTYypa NnpoekTa

NPM Repo GitHub Client — .

GitHub https https https/JSON
GIT NPM http proxy/load balancer «—-

IDE Composer —/ io

T l l '

Developers Build — SSH — App Frontend
Jira Cl/CD Pipeline L App Backend «—<

Development Build and Delivery

KapTa KoMmneTeHUnin KoMaHAbl

Visitors 0% Users 0% Data stc

CSRF, data validation 0% Cookie injection 40% SQL inj


mailto:ask@startx.team

